Security
It is an important fact in today's hi-tech world that certain auditory and
visual information converted into digital form and stored in a database
system such as SUNRISE Contacts 2017 and can be accessed quickly and
easily by people need to be secure. In fact, there are strict state and federal
privacy regulations governing the security of people’s personal and
business confidential information held in any centralized electronic storage
system.
To make SUNRISE Contacts 2017 secure for organizations, please keep in
mind the following:
1. SUNRISE Contacts 2017 is designed to protect your data
We have designed SUNRISE Contacts 2017 to give you the peace of mind of
knowing your information will not be surreptitiously sent to a third-party
without your consent. We value your privacy, so you can be assured we are
not here to monitor what you do with this product, or the data contained
therein. This is your product. Use it as you like in any way you think is
best.
2. Sending encrypted emails
Always configure your email-sending application to encrypt emails before
sending them over the network. Encryption makes it extremely difficult for
anyone on the network to recognize them as part of your emails and know
precisely what is in them. Even if someone else is able to know you were
sending emails and could intercept and capture all the relevant packets of
information, it will take considerable time (if not impossible) to decipher
the encryption depending on how strong the encryption algorithm had
been in the first place, by which time hopefully the emails will become
redundant or irrelevant. Always use the best encryption offered by your
preferred email-sending application or plug-in. In SUNRISE Contacts 2017,
there is an option to select encryption in the Email Setup layout - namely,
SSL (the standard) or TLS encryption. Otherwise, it is strongly
recommended that you go into the email-sending application directly, and
select the available encryption level you want from the Preferences section
(always check with your ISP to make sure the encryption service is
supported). Then you should be safe (well, a lot safer than the unencrypted
form).
3. Web published data transferred between the web page and the
database must be encrypted
Always establish an https (or better still a proxy server known as a PPTP)
encryption (and anonymity) service for data being sent between SUNRISE
Contacts 2017 on the server and a web browser (for example, if you
choose to access the data of your database(s) in web publishing mode).
And also ensure people who are entitled to access the web published
database data to enter a username/password on the web page. Talk to
your ICT manager about establishing an https (or PPTP) service. Also the

server providing you with access to the database data should always be
located within your organization (not a third-party server hosted outside
your organization by someone you don’t know). And as an added security
measure, establish a point-to-point proxy connection between you and
the server. A Virtual Private Network (VPN) is an example of a proxy. This
type of connection is considered even more secure than using SSL because
not only is the data encrypted, but people will never be able to see the
metadata headers. The entire encrypted data will appear as static to
anyone who tries to listen in on the connection. Furthermore, a VPN
effectively strips the originating IP address. In other words, your IP address
will not be shown to anyone, only the IP address of the proxy server,
thereby adding yet another level of security. Once a secure server is
established, you will be provided with a secure web address by your ICT
manager for you to access SUNRISE Contacts 2017 via a web browser on
your preferred device.
4. PDF files sent by FTP should be encrypted
When printing PDF files of any sensitive record or data within SUNRISE
Contacts 2017 and later sent electronically to other people on the network
using the file transfer protocol (FTP) method, make sure the FTP
application you use to send the files is set up to encrypt the files. Talk to
your ICT manager for further information about how to do this. Also
consider putting a password on the PDF file you have created. Please note
that this password method is not perfect — Adobe doesn’t properly
encrypt the entire PDF file as they need to access data (especially in the
metadata header) to see if you are using a legitimate copy of any Adobe
application and, if not, to identify you by reading the metadata header
and/or the contents of your PDF. Because the encryption quality is a little
underwhelming from Adobe, there are tools available to unlock just about
any PDF file in existence. Despite this, the provision of a basic password
authentication system to access your PDF will still provide some level of
deterrent for most other users not familiar with techniques to unlock your
PDF.
5. Minimize the number of staff accessing the more sensitive data and
always keep staff happy
The biggest cause for data breaches is disgruntled employees. We
recommend that you look after the employees (and probably pay them
well) and keep the number of staff who need to access sensitive
information to an absolute minimum. A hierarchical structure in
authentication accounts should be established where only a few trusted
staff members with sufficiently high privileges can access more sensitive
data, and more staff with lesser privileges may access less sensitive data.
In SUNRISE Contacts 2017, there should be only one or two people who
have Owner access privileges (usually the people who purchased the
database or manager of the organization), a few more people having
Admin access privileges, and the rest having Guest access. SUNRISE
Contacts 2017 provides an Access layout through the File menu (look for
“Access…”) to help you establish which user will have Admin or Guest
access to your database(s). Also when setting up the databases on the
network, make sure the databases that need access by users are visible
and that every other database is kept invisible in FileMaker Server. This

latter approach provides you with yet another layer of excellent security
measures.
6. Avoid copying or exporting sensitive data and storing it on any
portable storage device.
A USB memory stick may be convenient for carrying digital information
with you, but it is a terrible form of security should you lose the stick.
Always work from the original data source (i.e., SUNRISE Contacts 2017)
kept on a secure server (i.e., the computer within your organization
delivering the databases). When working from the original source via a web
browser, make sure you have a secure online address to this source (i.e., at
least an https type of connection, or better still go for a proxy server), and
use an iPad or similar viewing device (but don't store information from the
source on it). If, heaven forbid, you should ever lose the iPad or other
portable device, at least the data and database remain secure and safe on
another storage device, and confidentiality of the information is
maintained. Provide staff with portable web access devices, such as an
iPad, to help them access the data anywhere they like. Inform staff not to
store usernames and passwords on their iPads or anywhere else.
7. Backups of SUNRISE Contacts 2017 should be encrypted
Always backup a copy of SUNRISE Contacts 2017 with any sensitive data it
contains on a separate backup disk and it should be encrypted. One way to
achieve this is by creating a .dmg file (for Mac users) or .zip (for PC users)
setup with at least 256-bit encryption and password (this is considered the
basic level for all commercial purposes, but not military-grade
unfortunately). Use Apple’s Disk Utility to create the encrypted .dmg file.
For PC users, there should be a number of better quality ZIP compression
apps with encryption capabilities.
For Mac users who create a .dmg file, you can backup SUNRISE Contacts
2017 as follows:
1.
2.
3.
4.

Open the .dmg file. A virtual disk icon will appear on the desktop.
Open the virtual disk icon.
Transfer a copy of SUNRISE Contacts 2017 to the virtual disk.
After copying, eject the virtual disk, and the database will be stored
and encrypted inside the .dmg file.
5. Copy this .dmg file to a backup disk. Make at least two backup
copies (preferably on different backup disks) for organizations
serious about protecting their data.
6. Establish a regular regime of backing up your data, either daily,
weekly or monthly, depending on the importance of your
information.

